ABSTRACT This paper examines the AP-to-ECM interfaces of five vehicles equipped with electronic throttle control systems. All five vehicles employ simple voltage level sensing from two or three sensors in the accelerator pedal assembly. The purpose of this paper is to identify differences in the AP-to-ECM interfaces of vehicles with high reported rates of unintended acceleration compared to vehicles with low reported rates of unintended acceleration. This paper does not attempt to identify the root causes of unintended acceleration; however, it points out important design issues that suggest a set of best practices for an electronic throttle control design.
I. INTRODUCTION
It has been proposed that an increase in reports of sudden unintended acceleration in recent years might be the result of problems with the design of the electronic systems. Electronic throttle control (ETC) systems have been the subject of particular scrutiny. In the U.S., the National Highway Traffic Safety Administration (NHTSA) keeps a database of consumer complaints related to vehicle safety [1] . As noted in a recent NASA investigation of unintended acceleration in Toyota vehicles, several models experienced sharp increases in the number of complaints related to unintended acceleration in model years corresponding to the introduction of new or modified electronic throttle control systems [2] .
Electronic throttle control systems began appearing in vehicles 10 -15 years ago, replacing the throttle cable that made a direct mechanical connection between the accelerator pedal (AP) and the engine throttle. In vehicles with electronic throttle control, the engine control module (ECM) senses the position of the accelerator pedal electronically and uses that information to determine what the throttle opening should be.
Ten years ago, most electronic throttle control systems employed two or three sensors in the accelerator pedal assembly. These sensors were typically potentiometers (or later Hall-effect sensors) that were powered by a 5-volt supply in the ECM. They returned a voltage to the ECM that varied depending on the amount that the accelerator pedal was depressed. If the pedal positions indicated by any two sensors were inconsistent, the ECM was designed to recognize a potential problem and take an appropriate action to keep the vehicle occupants safe.
The use of multiple sensors certainly improved the safety of these early electronic throttle control systems; however these systems were not foolproof. Typically, the technology used by the redundant sensors was the same, making them vulnerable to the same types of failures. To be truly redundant, these sensors could have employed electrically isolated voltage references to prevent a single point electrical short/open condition from invalidating all sensor outputs [3] ; however this was not always the case. In many of these systems, it was possible for a bad voltage reference or two bad sensor outputs to emulate a depressed accelerator pedal.
Since electrical faults can emulate valid pedal voltages in the AP-to-ECM interfaces described above, many automotive manufacturers currently employ interfaces with encoded signals. For example, Costin et al. [4] describe an interface used by at least one manufacturer where one of the accelerator pedal position (APP) signals is grounded periodically by a circuit in the ECM in order to detect a possible short circuit between the two APP signals. With the introduction of Hall-effect and other non-contact sensors in accelerator pedal assemblies, it has become more practical to employ digital communications in the AP-to-ECM interface [5] . On several Volvo models [6] , [7] and the 2011 Ford Fiesta [8], one of the pedal sensors generates a pulse-width-modulated signal and the other a simple voltage level.
Despite these technology advances, a large number of vehicle makes and models still employ accelerator pedal position sensors with simple analog voltage outputs. Some of these vehicles have historically had relatively high rates of reported unintended acceleration, while others have had very few reported problems. This paper examines the AP-to-ECM interfaces of five vehicles equipped with electronic throttle control systems employing analog voltage pedal interfaces. The purpose of this study is to identify differences in the AP-to-ECM interfaces of vehicles with high reported rates of unintended acceleration compared to vehicles with low reported rates of unintended acceleration. The vehicles selected for this study are listed in Table 1 . They are ranked according to the rate of consumer complaints related to unintended acceleration as registered in the NHTSA complaint database as of September 29, 2014. The database was parsed by vehicle make, model and model year. Only complaints categorized in the database as ''Vehicle Speed Control'' were examined. Furthermore, only complaints that specified an unintended acceleration or unintended throttle opening were included. Complaints related to unintentional deceleration or speedometer failures without an accompanying acceleration were not counted. Also, complaints that clearly specified the cause of the acceleration as being due to cruise control failures or pedal misapplication were not counted.
Of the vehicles in this study, the models deemed to have relatively high rates of reported UA were the 2005 Toyota The following sections describe the AP-to-ECM interfaces for each of these vehicles with a particular emphasis on differences that may affect the likelihood of experiencing unintended acceleration. This paper does not attempt to identify the root causes of unintended acceleration; however it points out important design issues that suggest a set of best practices for electronic throttle control design.
II. THE AP-TO-ECM DIAGNOSTIC INTERFACE
For the 2005 Camry, the 2008 Sierra and the 2001 Jetta, depressing the accelerator actuates two separate potentiometers that provide a variable resistance to two separate inputs of the ECM. Although the two sensors are nominally independent, they use the same technology and reside in the same package. They provide input voltages that are offset from each other with either a constant or variable voltage difference in response to the pedal travel. By design, diagnostic trouble codes (DTCs) are set by the ECM if one of the sensor voltages goes out of its allowable range, or if the two sensors fail to track each other as designed. When a DTC related to the accelerator pedal is set, the vehicle is designed to go into a ''limp mode'' [9], ''reduce engine power mode'' [10], or ''limited capacity'' mode [11] intended to prevent the vehicle from accelerating to highway speeds.
For the 2005 Mustang and the 2006 Explorer, the accelerator employs three independent potentiometers that provide a variable resistance to three separate inputs of the ECM. One of them produces a voltage that decreases as the accelerator pedal is depressed. The other two signal voltages increase with parallel slopes as the accelerator pedal is depressed. The ''failsafe mode'' [12], [13] designed to prevent the vehicle from accelerating to highway speeds, is triggered by invalid inputs from two or three pedal position sensor inputs. If only one input is invalid, the ETC system will continue to work with the inputs from the other two sensors.
The relationships between APP signals at all pedal positions were measured on accelerator pedals from each of the investigated vehicles and are plotted in Fig. 1 . For the Mustang and Explorer, the points plotted are for the two sensors with a positive slope. In this plot, the APP signal that is always larger than the other one is designated APP signal 1 and the other one is designated APP signal 2.
The slope of the lines in that employ a constant offset (i.e. a 1:1 slope in Fig. 1 ), could be vulnerable to faults that form a connection between APP1, APP2 and a positive power supply voltage. This type of fault could potentially signal the ECM to open the throttle.
The ECM and its sensors are powered by voltages derived from the +12-volt supply using various DC-to-DC converters and linear voltage regulators. One or more of these supply voltages are employed by the AP-to-ECM diagnostic interface. A representative AP-to-ECM architecture with two supply voltages is shown in Fig. 2 . In this figure, VC supplies power to the CPU that digitizes the APP signals and interprets the information to control the throttle position accordingly. VS1 and VS2 are power supplies for the APP sensors. VM supplies power to an always-on memory that stores the DTCs when the ignition switch is turned off. With the exception of the Jetta, the vehicles in this study lost all DTCs stored in this memory when there was a momentary dip in the voltage, VM. In the Jetta, the DTCs are stored in a non-volatile memory. The battery voltage, VB, is the ultimate power source for 
III. MEASUREMENTS A. TEST SETUP
Evaluations of the AP-to-ECM interface diagnostics for each vehicle model were conducted using an ETC system simulator (Fig. 3) . The setup consists of an ECM, a throttle body, a 12-V power supply, a test circuit including two relays and a MOSFET, a USB-based OBD tester, a signal generator, a data acquisition device (DAQ) and an external (upper) computer that controls the OBD tester and the DAQ. The ECM and the throttle body on the test bench are identical to those parts for the investigated vehicle. The power supply functions as the vehicle battery. The input signals from the APP sensor to the ECM are simulated using two or three analog output ports of the DAQ and are controlled using LabVIEW software. The simulator recognizes and records accelerator pedal related DTCs with the OBD tester. The throttle position is determined by analyzing the recorded throttle position sensor signals (TP1 and TP2). Power Relay 1 is used to simulate the ignition switch. Power Relay 2 is used to momentarily short VM to the ground of the power supply when Power Relay 1 is switched off.
Test circuits used to momentarily short the power supplies are shown in Fig. 4 . A pulse controlled by the signal generator drives the gate of a MOSFET. A 1-resistor is used to limit the current drawn from the 12-V power supply during a power dip. The control pulse is triggered by a signal from the DAQ, which coordinates the test procedure and produces one dip per test cycle. Table 2 lists the dip durations for different power supplies on the ECMs. The power dip durations for VC and VB are set to be long enough to reset the CPU. The power dip durations for VS1, VS2 and VM are the same as the duration for VC on a given vehicle.
B. TEST PROCEDURES
All possible voltages between 0 V and 5 V (in increments of 0.1 V) that the APP signals might exhibit were simulated using the ETC simulator. This data was used to generate a diagnostic map illustrating the response of the ETC system to these valid or invalid APP signals. The invalid APP signal combinations represent the effect of some type of electrical fault in the interface. The timing of these faults can affect the system response. Three types of fault injection tests were conducted that introduced the fault at different times. The flow charts in Fig. 5 and Fig. 6 provide block diagrams of the LabVIEW algorithms for one cycle of testing. Each cycle generates one data point on the diagnostic maps. At the completion of each cycle, new values for the APP1 and APP2 voltages are set and a new cycle is started. This is repeated until all combinations of APP1 and APP2 voltages have been evaluated. As indicated in Fig. 5 and Fig. 6 , a cycle starts by momentarily disconnecting the power supply to erase the DTCs and any diagnostic information caused by previous test cycles. For the 2001 Jetta, where the DTCs are stored in non-volatile memory, an OBD scan tool was used to clear the DTCs.
As indicated in Fig. 5 , simulations of two engine on/off cycles are incorporated in each test cycle. The first engine on/off cycle simulates starting the engine with no pedal application, then depressing and releasing the pedal before turning the engine off. The purpose of the first engine VOLUME 3, 2015 cycle simulation is to allow the ETC system to ''learn'' the pedal voltages and make any adjustments that it would normally make. The APP voltage combinations being evaluated are introduced during the second engine on/off cycle (Type I test) or immediately before the second engine on/off cycle (Type II test). Except when demonstrating an adaptation of the diagnostic map to different foot-off positions, all Type I and Type II diagnostic map tests in this paper use the nominal foot-off position voltages and the nominal operational lines shown in Fig. 1 .
The Type III diagnostic map tests are described by the flow chart in Fig. 6 . This simulates a condition where the APP signal fault is introduced after a reconnection of the battery and before the first engine cycle. This models the behavior of the diagnostic interface in response to faults that occur after the information in the memory is lost. A power dip was applied after the introduction of APP signal inputs consistent with a fault. Each dip effectively shorts the power supply being tested, causing the voltage to drop from its nominal value to a very small value during the presence of the dip. A time delay of up to 10 seconds was provided after each block in Fig. 5 and Fig. 6 to allow the ECM to respond to the inputs from the simulator. 
IV. RESULTS AND DISCUSSION

A. DIAGNOSTIC MAPS
A Type I diagnostic map for the 2005 Camry is shown in Fig. 7 . A green box indicates that no DTCs were generated in response to the deviation in accelerator pedal signal voltages. A yellow box indicates that a DTC was set indicating a conflict between the APP1 and APP2 sensor voltages. Generally, this DTC will put the vehicle into a limp mode. An orange box denotes a test point with other AP-related DTCs. A box with a cross indicates a wide open throttle (WOT) for this point. A wide open throttle is defined in this study as more than 50% of the maximum throttle opening. A round black mark and a black line indicate the foot-off pedal voltages and operational voltages used to simulate pedal applications before the fault was injected. Test points covered up by the legend are the same as the test points surrounding the legend. All of the diagnostic maps in this paper use similar symbols and conventions.
As seen in Fig. 7 , there is some flexibility in the allowable APP signal voltages. The green data points form an operational lane with a width of about 0.4 V. A Type II diagnostic map for the 2005 Camry is shown in Fig. 8 . Comparing this map with the Type I diagnostic map in Fig. 7 , the operational lane is much wider and extends to the area where the two signals are nearly equal. As seen in Fig. 9 , a Type III diagnostic map for the 2005 Camry also has a wide operational lane. The WOT area of the Type III diagnostic map is much larger than those of the Type I diagnostic map and the Type II diagnostic map. The wide operational lane in the Type III diagnostic map implies that, when the information in the volatile memory is lost, the ETC system is much more tolerant of deviations from the nominal operational line. The diagnostic maps in Fig. 7 to Fig. 9 were tested with foot-off APP signal voltages of 1.6 V and 0.8 V. In the 2005 Camry, the diagnostic map changed depending on the foot-off voltages detected at start-up. The diagnostic map in Fig. 10 shows an example of the map adaptation to a foot-off position in an extreme situation. As a result of the adaptation, the operational lane shifted to include the region where the APP signal 1 voltage was nearly equal to the APP signal 2 voltage. In this circumstance, a resistive fault between APP1 and APP2 could be difficult to detect. Fig. 11 and Fig. 12 . The P2104 DTC indicated in the maps triggers a failsafe mode. This mode is intended to put the engine in a high forced idle when two or three APP signals are invalid. In Fig. 11 , other than the operational lane along the nominal operational line, there are two additional lanes without DTCs. In these areas, either APP signal 1 or APP signal 2 associated with APP signal 3 represent two valid inputs to the ECM. In Fig. 12 An adaptation of the diagnostic map to a deviated foot-off pedal position was also found for the 2005 Mustang. As seen in Fig. 13 , a wide open throttle is observed in response to voltages in a wider operational lane with the VOLUME 3, 2015 presence of a P2104 DTC. The P2104 DTC is supposed to trigger a failsafe mode, which prevents the throttle from opening widely. This result shows that an indication of a failsafe mode as represented by the P2104 DTC is not consistent with the behavior of the ETC system in this mode, where the throttle should be prevented from opening widely. The diagnostic map of the 2006 Explorer also adapts to signal voltages that can open the throttle widely. This appears to be a significant weakness in the interface. However, it is worth noting that the 1:2 slope and the narrow operational lane makes it difficult for a resistive fault to form without generating a DTC and putting the vehicle in limp mode. As described at the end of this section, the Sierra was the only vehicle in this study that would not come out of a limp mode without returning the pedal sensor voltages to their foot-off position values.
The Type II diagnostic map for the 2008 Sierra is the same as its Type I diagnostic map. The Type III diagnostic map, as seen in Fig. 17 , has a parallel operational lane along the nominal operational line and is slightly wider in the lower part. In the Type II and Type III diagnostic map tests, the throttle did not respond to any APP signal inputs. This was also confirmed by vehicle-level testing of a 2008 Sierra (parked). Starting the engine, when the accelerator pedal was depressed and held in position, did not result in an increase in the engine speed above idling. A slight adaptation of the Type I diagnostic map to a deviated foot-off position was also observed for the 2008 Sierra. However, it had little effect on the operational lane or the throttle response and no wide open throttle was observed if there was a related DTC.
The Type I diagnostic map for the 2001 Jetta is shown in Fig. 18 . A P0226 DTC with a yellow box shown in the map denotes a correlation check failure between two APP sensor signals. The map is similar to the Type I diagnostic map for the 2008 Sierra but slightly wider in the operational lane. In the Jetta, APP signal 2 is not allowed to take on values close to the reference voltage.
No significant differences from the Type I diagnostic map in Fig. 18 were found in the Type II and Type III diagnostic maps. A slight adaptation of the Type I diagnostic map to a deviated foot-off position was observed for the 2001 Jetta; however it had little effect on the operational lane or the throttle opening.
In addition to the diagnostic map tests above, a test related to the recovery from a limp mode was performed on the investigated vehicles. With the engine running, an APP signal fault was introduced triggering each vehicle into a limp mode. The fault was then removed while the engine was still running. For all of the vehicles investigated in this study, the throttle responded normally to the accelerator pedal input with DTCs still in the memory after the engine was shut down and restarted. In other words, even though DTCs related to the AP-to-ECM interface were still present, none of the vehicles evaluated would stay in limp mode if the ECM perceived a valid pedal input and the engine was restarted. This finding was significant, since power dips that normally occur while driving were demonstrated to be able to reset the ECM without actually stopping the vehicle. In four of the vehicles in this study, a vehicle in limp mode could have its throttle open if, at any point while driving, the APP voltages took on values consistent with a depressed accelerator pedal and the ECM was reset. This was not a concern with the 2008 GMC Sierra. In the Sierra, the throttle could only be opened when the APP voltages at start-up were consistent with a foot-off pedal position.
B. EFFECT OF POWER DIPS ON THE DIAGNOSTIC MAPS
A momentary power dip can be caused by a variety of naturally occurring events such as short-circuit failures of electrical components, momentary increases in the current drawn by electric loads, or noise coupled from other systems or the environment. A power dip is more likely to occur on a supply voltage powering components off the board through a wire-harness. In this section, the effects of power dips on the AP-to-ECM diagnostic interface are described. To produce these dips, a momentary short is applied between the tested power supply and the battery ground of the ECM.
On a 2005 Camry ECM, two dip durations of 20 µsec and 120 µsec on the CPU's power supply (VC) were evaluated. The result of 20-µsec dips on the CPU's power supply is shown in Fig. 19 . The diagnostic map is the same as the Type I diagnostic map in terms of the DTC status. However, the throttle continues to respond to voltages in a wider operational lane allowing for the possibility that a wide open throttle could occur even in the presence of a P2121 DTC. 120-µsec dips on the CPU's power supply produced the same results as the 20-µsec dips.
Power dip durations of 20 µsec and 120 µsec on the memory's power supply (VM) on the 2005 Camry ECM were also evaluated. Applying 20-µsec dips on the memory's power supply produced the same result as applying 20-µsec dips on the CPU's power supply as seen in Fig. 19 . The result of applying 120-µsec dips on the memory's power supply is shown in Fig. 20 . The operational lane with no APP related DTCs is significantly widened and almost extends to where the APP signal 1 voltage equals the APP signal 2 voltage.
A 13.2-msec dip test on the 12-V power supply (VB) on the 2005 Camry ECM was evaluated. The result of applying 13.2-msec dips to the 12-V supply was similar to the results in Fig. 19 . It is important to note that the power dips that resulted in the diagnostic map in Fig. 19 were also capable of bringing the vehicle out of a limp mode. Testing of power dips with the durations listed in Table 2 was also performed on other ECMs. Other than the 50-µsec power dip test on the always-on memory's power supply (VM) on the 2005 Mustang ECM, no significant differences were found between diagnostic maps with and without a power dip. For the 2005 Mustang, a 50-µsec power dip on the always-on memory's power supply sometimes generated more DTCs and disabled the throttle response. Table 3 The number of test points without DTCs and the number of test points with a WOT on the diagnostic maps are plotted in Fig. 21 . As seen in the figure, the throttle is capable of being opened widely with DTCs after a certain power dip for the 2005 Camry. Significant variations of the operational areas can be observed for the 2005 Camry. The non-DTC and WOT areas for the other vehicles in different test situations are much more consistent.
C. OPERATIONAL LANES
V. CONCLUSION
In this study, characteristics of the AP-to-ECM interfaces of five vehicles were evaluated. Three of these vehicle models had a relatively high number of consumer complaints related to unintended acceleration, while the other two had a relatively low number of consumer complaints related to unintended acceleration. All five vehicles relied on an analog interface employing two or three redundant sensors. Key differences between the models evaluated included:
1) Both models with low reported rates of UA employed a nominal 1:2 ratio between the APP1 and APP2 sensor voltages. This makes it difficult for a single shorting fault to emulate a fully depressed accelerator pedal. In vehicles with high reported rates of UA, it was possible to open the throttle with a resistive fault that connected APP1, APP2 and the +5-volt reference in the accelerator pedal interface.
2) The models with low reported rates of UA had relatively narrow and rigidly defined operational lanes.
The models with high rates of UA had operational lanes that were relatively wide and varied depending on the operational state of the interface. 3) In the models with low reported rates of UA, no conditions were observed where a vehicle in limp mode had a wide open throttle. In the vehicles with high reported rates of UA, it was possible to open the throttle even when DTCs that normally trigger a limp mode were set. (It should be noted here that all of the vehicles evaluated could be brought out of limp mode by removing all faults, then turning off and restarting the engine.) It is difficult to say to what extent, if any, these design differences contributed to the rate of consumer complaints. Nevertheless, some of the design features of the AP-to-ECM interfaces of the vehicles in this study seem to make a great deal of sense. Based on the results of this study and a review of new technologies and automotive design practices, the authors have the following recommendations related to the design of the AP-to-ECM interface in new vehicles: 1) At least one of the sensors in the accelerator pedal should produce a signal that is not a simple DC voltage.
Other available technologies include a PWM signal, a signal that periodically takes on a known value, or a digitally encoded signal. 2) The two accelerator pedal position sensors should not use the same technology and the same power supply. Identical sensors are vulnerable to the same types of interference and are more likely to fail in the same way at the same time. 3) A vehicle that has been put into a limp mode after detecting a problem with the accelerator pedal or throttle position sensors, should not be able to open the throttle under any circumstances. Only a trained mechanic should be able to clear the limp mode after inspecting the affected sensor. 4) DTCs related to the AP-to-ECM interface should be stored in non-volatile memory. Power transients or RF interference should not be able to cause the ECM to forget that it was in a fail-safe mode. Finally, it is important to note that the manufacturers of the vehicles in this study have made significant updates to their electronic throttle control systems since the 2008 model year. The authors are unaware of any data that suggests that any recent model year vehicles have unusually high reported rates of unintended acceleration.
